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WUH®OPMALIMOHHAS IAMSTKA
JUISI OBYYAIOIIUXCS 1151 PASMEIEHUS
HA O®ULIUAJIBLHBIX MHTEPHET-PECYPCAX

C KaXJIbIM TOZOM MOJIOACIKH B HHTEPHETE CTAHOBUTLCS OOJIbIIE, a KOJIBHUKH OJIHU
U3 caMbIX AaKTHUBHBIX IIOJb30BaTelie PyHera. Mexay TeM, I[OMHMO OIPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MPOOJIEMBl. DTa MaMsTKa JIOJDKHA TTOMOYb
TeOe 0€30IacHO HAaXOOUTHLCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmmbroTepHslid  BUpPYC - 3TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTJINYUTENBHOW OCOOEHHOCTBIO KOTOPOW SIBIISETCS CIIOCOOHOCTh K pa3MHOXeHHUIo. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOT'YT OBPEIUTh WJIM MOJHOCTBIO YHUUTOXKHUTH BCE (ailiibl
U JlaHHbIe, MOJKOHTPOJbHBIE IIOJH30BATENI0, OT HMEHHM KOTOpPOro Oblja 3amylieHa
3apa)keHHas IpOrpaMMa, a TaKKe IOBPEAUTh WIM AK€ YHUYTOXHUTH ONEPALHOHHYIO
CUCTEMY cO BceMu (aitlaMu B 1eioM. B OOJIBIIMHCTBE CIIy4aeB pPaclpOCTPaHSIIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MGTOI[BI 3alIUTBI OT BPCAOHOCHBIX ITPOIr'paMM:

1. Hcnone3yili COBpEeMEHHBIE OINEPAlMOHHBIE CHUCTEMbI, HMEIOIIHUE CEPhE3HBIM
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. TlocrositHHO ycTaHaBNMBal mauTu (MUGPOBBIC 3aIJIATKU, KOTOPhIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LEJIbI0 J0pabOTKH MpOrpaMMbl) M JIpyrue OOHOBJIEHUS CBOEU
omnepalmoHHo# cucteMbl. CkaunBail X TOJBKO ¢ ouIMasbHOro caiita pazpadorunka OC.
Ecnu cyiiecTByeT peXxuM aBTOMAaTHYECKOT0 OOHOBJICHUSI, BKIIIOUH €T0;

3. Paboraii Ha cCcBOeM KOMIBIOTEpE TMOJ TNpaBaMu MOJb30BaTENsd, a He
aIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJNBIIMHCTBY BPEAOHOCHBIX IPOTpaMMm
WHCTAJUINPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Vicnonb3yii aHTHBUPYCHBIE TTPOTPAMMHBIEC TIPOAYKTHI H3BECTHBIX MPOU3BOIUTEIICH,
C aBTOMaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JIUIT;

6. Vcnonb3yii BHENIHKE HOCUTENIM HH(POPMAIIUU, TaKuE KaK Quielka, TUCK Ui (aiin
W3 UHTEPHETA, TOJIBKO U3 MMPOBEPECHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DalIIbI, TOJYYEHHbIE U3 HEHA/IEKHBIX UCTOUHUKOB.
JHaxxe Te (aiibl, KOTOpbIE MpHCIal TBOW 3HAKOMBIN. Jlydle yTouHH y HEero, OTHpaBIsii
7M1 OH Te0e uX.

Ceru WI-FI



Wi-Fi - 3To He BHJ MepeIadu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OPeH I, MapKa.
Eme B 1991 romy muaepnanackas xommnanus 3apeructpupoBana Openn "WECA", gto
obo3nayano cioBocoueranue "Wireless Fidelity", KoTopelii miepeBOAUTCA  Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Hamero BpeMeHHU Jolia Jpyras abOpeBuarypa, KOTOpasl SIBISETCS TakoM ke
TexHonorue. Oto abOpeBuatypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO JaHO C HaMEKOM Ha
CTaHAapT BbICHICH 3BykoBoW TexHukM Hi-Fi, uTo B mepeBome o3Ha4aeT '"BBICOKas
TOYHOCTB".

Jla, OecrmaTHBIM HHTEPHET-0CTYI B Kade, OTEIAX U a3pOTNopTax sIBISETCS OTIMIHOM
BO3MOXKHOCTBIO BBIXOJa B HMHTEpHET. HO MHOTHE SKCHEPThl CUMTAIOT, YTO
obmenoctynusie Wi-Fi cetn He sSBIIsIOTCS 0€30MaCHBIMH.

CoBeTblI 10 0€30MaCHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBail cBoro JimuHyto uHpoOpMaiuo yepes odmenocrynueie Wi-Fi ceru.
Pabotas B HUX, )KeJaTeIbHO HE BBOJUTH NMAPOJIHU JOCTYyTA, IOTUHBI U KaKHEe-TO HOMEPA;

2. Vcnionb3yit 1 OOHOBIISIT aHTUBUPYCHBIE NPOTrpaMMbl U OpanaMayep. TeM caMbIM
Thl 00€30MacuIb ce0sl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3zoBanun Wi-Fi otkmoun ¢yskuuito "OOmmid goctyn k Qaitnam u
npuntepam". JlaHHas QYHKIOUS 3aKpbiTa [0 YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCTIOJIb30BaHMs B paboTe win yueoe;

4. He ucnonb3yit myonuunbsii WI-FI mis mepenaun TUYHBIX TaHHBIX, HATPUMED IS
BBIXO/Ia B COLIMAJIbHBIC CETH WJIM B DJIEKTPOHHYIO MTOYTY;

5. Ucnonb3yl Tonbko 3ammuieHHoe coeaqunenue yepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMeHHO "https://";

6. B wmoOunsHOM Tenedone otkiaroun  QyHkiuio "TloakmoueHne k- Wi-Fi
aBromaTudecku". He gomyckail aBToMaTH4E€CKOro MOAKIIOYEHHUS] YCTPOHUCTBA K ceTsiM Wi-
F1i 6e3 TBoero cornacus.

ConmnajbHbIe CeTH

ConuanbHbIe CETH aKTUBHO BXOJST B HAITy JKW3Hb, MHOTHUE JIFOJIA PA0OTAIOT U )KUBYT
TaM TOCTOSTHHO, a B Facebook yke 3apeructpupoBaH MUJUTHAP]] YEIOBEK, YTO SIBIISETCS
OJIHOM ceIbMOM BCEX JKHUTeIeM IUIaHeThl. MHOTHE II0Jb30BaTe/IM HE IOHHUMAIOT, YTO
nHpopManus, pa3MelieHHass MMH B COIMAJIBHBIX CETAX, MOXET OBITh HalJIeHa U
WCITIOJIb30BaHA K€M YTOJTHO, B TOM YHCJIe HE 00s13aTENHHO ¢ OJIariMy HaMEPEHUSIMHU.

OcHoOBHEBIE COBETHI 10 0€30IaCHOCTH B COMAJIBbHBIX CCTAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsSiX HE JOJDKHO OBITH CIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiail cBO YacTHYIO *kHu3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy



TBOETO POXACHUS M JAPYTYyI0 JUYHYI0 HHQOpMAIHIO. 3IOYMBIIIJICHHUKA MOTYT
UCIOJIB30BaTh Jake NH(OPMALIUIO O TOM, KaK Thl M TBOU POJUTENHN IJIAHUPYETE MPOBECTH
KaHUKYJIbI,

3. 3amminail CBOIO pemyTaIuio - JIEPKU €€ B UNCTOTE U 3aj7aBail cede BOMPOC: XOTel
OBl ThI, UTOOBI JPyTU€ MOJL30BATEIN BUJIECIU, UTO Thl 3arpyxaeuib? [logymait, mpexme
YeM YTO-TO ONyOJIMKOBATh, HAMKCATh U 3arpy3UTh;

4. Eciiv Tl TOBOPHUIIB C JIFOJIBMH, KOTOPBIX HE 3HAELIb, HE UCIIONb3Yil CBOE PEaIbHOE
UMS U IpYTYIO JTUYHYIO HH(OpMaLUU: UMSI, MECTO JKUTENbCTBA, MECTO y4€Obl U IIPOUEE;

5. W3berait pasmemienus ¢dororpaduit B MHTepHere, Te Thl H300paKeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPECIIUTHh TBOE MECTOTIOJIOKCHHE,

6. Ilpu perucrtparuu B COIMAIBLHONW CETH HEOOXOJIWMO HCIOJIb30BaTh CJIOKHBIC
MapoJIu, COCTOSIINE U3 OYKB U UG U C KOJTUYECTBOM 3HAKOB HE MEHEe §;

7. Jns conualbHOM CeTH, MOYThl M JPYTUX CalTOB HEOOXOIMMO HCIOJIB30BaTh
pasubie maponu. Torma ecnu TeOs B37IOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIy4aT IOCTYI
TOJIKO K OJTHOMY MECTY, a HEe BO BCE Cpa3sy.

JJIEKTPOHHbIE IeHbI'H

DONEeKTPOHHBIE IEHBIU - 3TO OYEHb YAOOHBIN COCOO MIaTeX e, OTHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJYYNUTh 3TH ACHBIH.

DJIEKTPOHHBIE AEHBIU MOSABUIMCH COBCEM HEAABHO U UMEHHO M3-3a 3TOr0 BO MHOTHX
rocyJlIapcTBax /10 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHMPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, TN MX
pa3AeISIIOT Ha HECKOJIBKO BUIOB - AHOHMMHBIE U HE aHOHUMHBbIE. PazHuma B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOJUTH onepanuu 6e3 AeHTU(PUKAILIH
[10JIb30BAaTEIsl, @ B HEAHOHUMHBIX UACHTU(UKALIMS TT0JIb30BATENS SBISETCS 00513aTENbHOM.

Taxoke cneayeT pa3nnyarh 3JEKTPOHHBIE (PUaTHBIE IEHBIH (PaBHBI FOCYAAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HE(UATHBIE IEHbIU (HE PABHBI TOCYIAPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbraMU:

1. IIpuBsiku Kk cueTy MOOWIIBHBIN TenedoH. DTO caMblil YJOOHBIH 1 OBICTPHINA CIIOCO0
BOCCTaHOBUTH JOCTYN K cuery. [IpuBsizaHHbIN TenedoH MOMOXKET, ecinu 3a0y/emib CBOU
TUIATEXKHBIN TTAPOJIb WK 3alIEIIb HAa CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonw3yit onHopa3oBble maposu. [locne nepexoja Ha YCUIIEHHYIO aBTOPHU3AILUIO
Tebe yxke He OyJeT YrpoKaTh OMAaCHOCTh KPayKW MJIH MepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu cnoxublii naposs. [IpecTtynmHukam OyZeT He NMPOCTO yraaaTh CIOXKHBIN
napoabs. HanexxHble maposnu - 3TO MaposM, KOTOPBIE COAEPKAT HE MeHee 8 3HAKOB U
BKJIFOYAIOT B C€0s CTPOUHBIE M PONUCHBIE OYKBBI, IU(PPBI U HECKOJIBKO CUMBOJIOB, TAKHE
Kak 3HaK Jojuiapa, pyHTa, BOCKIMIATENbHBIN 3HaK | T.11. Hanpumep, $tROng!;;



4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CalTax, KOTOPBIM HE JIOBEPSICIIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAs TIOUTa - 3TO TEXHOJOTHUA U MPEAOCTABIIIEMbIE €0 YCIYTH MO MEePEChLIKe
U TIOJYYEHUIO AJIEKTPOHHBIX COOOIICHHM, KOTOpPBhIE pacHpelessitoTcsl B KOMITbIOTEPHOM
cetd. OOBIYHO DBJICKTPOHHBIA TOYTOBBIM SIIMK BBITJSIUT CICAYIONIMM 00pa3oM:
UMs_TI0JIb30BATENSI(@UMSA_JIOMEeHa. Takke Kpome Mepefadyd MPOCTOro TEKCTa, UMEEeTCs
BO3MOHOCTbH MepeiaBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30TacCHOM PabOTE C IMECKTPOHHOU ITOYTOM:

1. Hago BpIOpaTh NpaBWIIbHBIA MOYTOBBINA cepBHC. B HHTEpHETE €CTh OrpOMHBIN
BbIOOp O€CIIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4lle JOBEPATh TEM, KOTO 3Haellb U
KTO IIEPBBIA B PEUTHHIE;

2. He yka3pIBaii B IMYHOM NoYTE TUYHYIO0 HHpopManuio. Hampumep, mydine BeIOpaTh
"My3bIKaJIbHBIN _(paHaT@" win "pok2013" BmecTo "temal3";

3. Hcnonb3yil JABYXATAaHYIO aBTOPU3ALUID. DTO KOrJa IMOMHMMO Iapojisi HYKHO
BBOJUTH KOJ, MpUChUIaeMblid 0 SMS;

4. BriOepu clOXHBIA TapoJib. JIJisl KaXA0ro moyTOBOTO SIIUMKA JTOKEH OBITh CBOM
HAJICKHBIM, YCTOWYHBBIN K B3JIOMY ITAPOJIb;

5. Eciin ecth BO3MOKHOCTh HAMCATh CAMOMY CBOMW JIMYHBIA BONIPOC, UCTIOJIB3YH ATy
BO3MOXHOCTB;

6. Mcnonb3yil HECKONBKO MOYTOBBIX SAIIMKOB. IlepBBIA I YaCTHOM IEPENHCKU C
aapecaTaMy, KOTOPBIM Thl JOBEPSCIIb. JTO JJIEKTPOHHBIM aIpec HE HA0 HMCIOJIb30BATh
IIPU PETUCTpALIMK Ha (pOpyMax U caiTax;

7. He oTkpeiBait (aityibl v Apyrue BIOKEHHS B MUCbMaX, JIa)Ke €CJIM OHU TPUIILIIH OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIIPABJISUIN JIM OHU TeOe 3TH (paiisbl;

8. Ilocne okoHuyaHusi pabOThl Ha MOYTOBOM CEpPBHCE MEpE] 3aKPbITUEM BKIAJIKHU C
caiiTom He 3a0yJb HaxaTh Ha "BeriiTu".

Ku6epOy1imHr WM BUPTyaibHOE U3/1€BATEIbCTBO

KubepOynnuHr - mpecienoBaHrue COOOIICHUSMHU, COACPKAIMIMMHU OCKOpPOJICHMUS,
arpeccuio, 3alyruBaHHE, XYJIUTAaHCTBO; COIMAIBHOEC OOMKOTHUPOBAHHE C TOMOIIBIO
pa3TUYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITMHTOM:

1. He 6pocaiics B 60ii. Jlyuiunii crioco0: MocoOBETOBAThCS Kak ce0sl BECTH U, €CIIA HET
TOT0, K KOMY MOKHO OOpaTHTHCSI, TO BHaUalle YCIOKOUThCS. Eciiu Thl HauHEIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO €I1le OO0JIbIIe pa30XiKellb KOH(PIUKT;



2. YopaBinsii cBoeil KubeppenyTaimei;

3. AHOHUMHOCTH B ceTd MHHMMas. CylIecTBYIOT CHOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJHTaHCKUM o0pa3 BUpTyaldbHOU ku3HU. IHTEpHET Qukcupyer
BCE TBOU JICHCTBUS U COXpaHIET MX. Y JAIUTh UX OYJET KpaitHe 3aTpyIHUTEIHHO;

5. CoOmroail CBOIO BUPTYAIIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit enuuHuuHbld HeratuB. OHOpPA30BbIE OCKOPOUTENbHBIE COOOIIEHUS
Jy4ile UTHOpUpoBaTh. OOBIUHO arpeccus MPeKpalacTcst Ha HaYaTbHOW CTaaNH;

7. ban arpeccopa. B mnporpammMax oOMe€Ha MTrHOBEHHBIMH COOOILCHUSIMHU, B
COIIMAIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHUH C
ONIPEICIICHHBIX aJIPECOB;

8. Ecimmu 1B cBuaerens kubOepOymiumHra. TBoum neHCTBUA: BBICTYNHUTHh HPOTHB
npeciieIoBaTeNs, IOKa3aTh €My, YTO €ro JIEUCTBUS OLIEHUBAIOTCS HEraTUBHO, MOJJEPKATh
XKEPTBY, KOTOPOW HY)KHA IICHXOJIOTMYECKash IMOMOIb, COOOIIUTh B3pPOCIBIM O (akrte
arpecCUBHOIO MOBEJIEHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemenHble cMapTGOHBI M IUIAHIICTHI COJAEpP)KAT B ceOe BIIOJHE B3POCIbIi
(GyHKIIMOHAJ, ¥ TEIepbh OHM MOTYT KOHKYPHPOBATh CO CTAI[MOHAPHBIMU KOMIIBIOTEPAMHU.
OpmHako, CpeACTB 3aIIUTHI JJIs TTOAOOHBIX YCTPONCTB IMOKA OYEHb Mayio. TeCTHUPOBAHHUE H
MOMCK YSI3BUMOCTEN B HUX IMPOUCXOIAUT HE TaK MHTEHCUBHO, Kak js 11K, To xe camoe
KacaeTcs U MOOUJIbHBIX MPUJIOKEHUM.

CoBpeMeHHbIE MOOWIBHBIC Opay3epbl YK€ TMPaKTHYECKH JOTHAJIM HACTOJIbHBIC
aHaAJIOTH, OJJHAKO paciidpeHue (yHKIHMOHAIA BJI€YET 3a CO0O0M OOJBIIYIO CIOKHOCTh U
MEHBIITYIO 3alUIIEHHOCTD.

I[aneKo HC BCC TIPOU3BOJUTCIN  BBIIIYCKAIOT O6HOBJ’I€HI/I$I, 3aKpPbIBAIOIIUC
KPUTHYCCKUC YA3BUMOCTH IJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:

Hudvero He siBisieTcst mo-HacTosieMy OecraTHbIM. Byab ocTOpo)keH, Bellb Korjaa
Tebe mpeaiaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IMJIATHBIE
yCIIyTH;

Hymaii, npexae yeM oTnpaBuTb SMS, ¢oTo unu Bugeo. Tel TOUHO 3HACIIB, 1€ OHU
OyayT B KOHEUHOM uTOre?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO CMapThOHa;

Hcnonb3yilt aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;



He 3arpy»xaii npuiioxeHus: OT HEM3BECTHOIO UCTOYHUKA, BEIb OHU MOTYT COAEPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

[Tocme Toro Kak ThI BBIHACIIH C caiiTa, IJie BBOJIWI JUYHYIO WH(OPMAIHIO, 3211 B
HacTpoiku Opaysepa 1 yaaiu cookies;

Ileproauuecku npoBepsiv, KaKue IJIaTHBIE YCIIYyTY aKTUBUPOBAHbBI HA TBOEM HOMEDE;

JlaBaii cBOil HOMEp MOOMJIBHOTO TeledOoHA TOJBKO JIFOASIM, KOTOPHIX THI 3HACIIL H
KOMY JIOBEpSEIIIb;

Bluetooth nomxkeHn ObITH BBIKIIFOYEH, KOTJa Thl UM HE MOJb3yelibes. He 3a0biBaii
WHOT/Ia POBEPATH 3TO.

Online urpsi

COBpeMeHHBIC OHJI&IZH-HI‘pBI - O9TO KpaACOYHBIC, 3aXBATBIBAIOIIMKUC PA3BJICUCHUA,
O6’I>GI[I/IH5HOHH/I€ COTHH TBICAY YCIIOBCK IIO BCCMY MHPY. I/IFpOKI/I HCCIICAYIOT ,HaHHBIfI UM
MHUp, O6HlaIOT05I Apyr C JOpyroM, BBIIIOJHAIOT 3adaHUS, CpaKar0TCd C MOHCTpaMHU H
IIOJIy4arOoT OIIBIT. 3a YAOBOJIbCTBUC OHHU INIATAT: IMIOKYIIAOT JHUCK, OINIAYUBAIOT a0OHEMEHT
NI HpI/IO6p€TaIOT KaKHC-TO OIIIUH.

Bce atn cpencrBa mayT Ha NOAACPKAHWE W PA3BUTHE WIPBL, a4 TAKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AIMH, BBIMTYCKAIOTCS HOBBIE MaTYd
(undpoBbIe 3aMIaTKU AJIs IPOrpaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOILO6HI>IX HUI'pax CTOUT OIIaCaTbCA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaKH
TBOCTO IT1apOoJIsi, HA KOTOPOM OCHOBAHA CHUCTEMA aBTOPHU3AlIUU OOJBIITMHCTBA Hrp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HNI'pOBOI0 aKKayHTa:

1. Ecnu ppyroit urpok BemeT cels IUIOXO WM CO3/1aeT Te0e HENpPUSITHOCTH,
3a0JIOKHUPYH €T0 B CIIMCKE UTPOKOB;

2. Tloxanylics aAMUHUCTpAaTOpaM UIPbl Ha IUIOXO€ TIOBEJACHUE HTOTO HUIPOKa,
YKeJaTeIbHO MPUJIOKUTh KaKHe-TO JI0Ka3aTesIbCTBA B BUJIE CKPUHOB;

3. He yxa3bIBaii TuuyHy0 HHGOpMaLKIO B Ipodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe MATYU U MOJIBI;

6. Mcrionb3yii CII0KHBIE U Pa3HBIE TAPOJIH;

7. Jdaxe BO BpeMsi UTPbl HE CTOMUT OTKJIIOYaTh aHTUBUPYC. [loka Thl Urpaeib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIHHT WA Kpazka JUIHbIX JAHHbIX



OOBIUHON KpaXked NeHer W TOKYMEHTOB CETOJHS YK€ HHKOTO HE YJIWBHIIb, HO C
Pa3BUTHUEM HWHTEPHET-TEXHOJOTUM 3JIOYMBIIUICHHUKH MEPEMECTWINCh B HHTEPHET, U
MPOJIOIKAIOT 3aHUMATHCS " TFOOUMBIM'" JEJIOM.

Tak mosBUiack HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DHUILUHT, TJaBHAs
[eJIb KOTOPOTO COCTOWT B TMOJYYEHMHM KOH(MUICHIIMAIbHBIX aHHBIX IOJb30BAaTENCH -
JOTHUHOB U maponeil. Ha anrnuiickom si3pike phishing untaercs kak ¢ummunr (ot fishing -
pBIOHAs JTOBJIS, password - maposb).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnean 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATH €€ U COOOITUThL aIMUHUCTpaTOpaM pecypca oo
3TOM KaK MOXHO CKOPEE;

2. Ucnonp3yit Oe3omacHbie BeO-CaiiThl, B TOM 4YHUCJE, HUHTEPHET-Mara3uHoB U
IIOUCKOBBIX CUCTEM;

3. Vcnonb3y#t clokHbIe U pa3Hbie mapoyid. Takum o0pa3oM, eciiu Te0si B3JIOMAIOT, TO
3JIOYMBIILJICHHUKH TOJIYy4YaT TOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs B3JIOMald, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpble 0OaBJIEHBI y TEOS B APY3bsiX, O TOM, YTO TeOS B3JIOMaId M, BO3MOXHO, OT
TBOETO UMEHM OYyJIeT pacChlIaThCs CaM U CChUIKU Ha (PUIIMHIOBBIE CANTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKIII0OUM COXpaHEHue NapoJsi B Opaysepe;

7. He oTkpbiBait (aityibl ¥ Jpyrue BIOKEHHUS B MUChMaX, a)Ke €CIM OHU MPHUIILIA OT
TBOUX Jpy3el. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (hailsibl.

IHu¢pposasi penyranus

[udposas penyraius - 3T0 HETraTUBHAs WK MMO3UTUBHAs UH(GOpMAIIs B CETH O TeOe.
Kommnpometupyromas wuH@opManus, pa3MelleHHas B HHTEPHETE, MOXET CEepPbE3HbIM
o0pa3oM OTpa3uThCs Ha TBOeW peanbHOUM >xu3HU. "lludpoBas pemyranus" - 3T0 TBOWM
UMUK, KOTOPBIN (hopMupyercs u3 nHpopMaiuu o Tebe B UHTEpHETE.

TBOe MecCTO KHUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTU
XapaKTepa U pacckas3bl 0 OJM3KUX - BCE 3TO HAKAILIUBACTCS B CCTH.

MHorue noapoCTKH JErKOMBICIICHHO OTHOCSTCS K MyOIUKaIuy JTUIHON MHDOpMaluu
B MHTEpHETE, HE MOHMMAS BO3MOXHBIX MOCHEACTBUI. ThI Take HE CMOXKEIIb JOTaaaTbCs
0 ToM, uto doTorpadusi, pa3MernieHHas 5 JeT Ha3aj, cTaja MPUYMHON OTKa3a MPHUHSTH
TeOs1 Ha padoTy.

KommenTapuu, pasmemenue TBoux ¢ororpaduil M Opyrue AEHCTBUS MOTYT HE
UCYE3HYTh AAXE I0CJIE TOr0, KaK Thl MX YJalIWIIb. Thl HE 3HAClIb, KTO COXPAaHWI 3Ty



uH(OpMaIlnIO, TOMNaia JIM OHA B TIOMCKOBBIE CUCTEMBI M COXPAHHUJIACh JIU OHA, a TJIaBHOE:
YTO MOAYMAKT O TeOE OKpYXarollue JIIOJW, KOTOpblE HaWIyT W YBUAAT 3TO. Haiith
MH(POPMAIIMIO MHOTO JIET CIIYCTsI CMOXET JF0OO0H - Kak U3 A0OPbIX MOOYXKJIEHUH, Tak U C
HaMEpPEHUEM PUYUHUTH BPeZ. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 10 3alIUTE HUPPOBOM peryTallUu:

1. Iogymaii, mpexae 4yeM 4To-TO IMyOJIMKOBATh M NEepenaBaTh y ce0s B Oyore wiv B
COLIMAJIBHOM CETH;

2. B nacrtpoiikax mpoduis yCTaHOBA OTPaHUYCHHUS HA IIPOCMOTP TBOETO MPOPMIIs U
€ro COJICPKMUMOT0, ClIeJIail €ro TOJbKO "1t aApy3en”;

3. He pa3memaii u He ykas3blBail MH(}OpMaAnuUIo, KOTOpas MOMKET KOro-imdo
OCKOPOJISITh MM OOUKATh.

ABTOpCKOe NIPaBo

CoBpeMeHHbIE TIKOJIBHUKU - aKTHBHBIE MOJB30BaTENd HU(PPOBOrO MPOCTPAHCTBA.
OpHako Jajeko HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTHMMH BO3MOXHOCTSIMU LU(PPOBOTO
MUpa TpeOyeT cOOI0ICHHS MPaB HA UHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTD.

TepmuH "WHTEIEKTyallbHass COOCTBEHHOCTh" OTHOCHUTCS K Pa3IUYHbIM TBOPEHUSIM
YEJIOBEUECKOr0 YMa, HAuMWHAas C HOBBIX H300pPETEHU W 3HAKOB, O0003HAYAIOIIMX
COOCTBEHHOCTh HAa TMPOMYKTHI W YCIYTd, WU 3aKaHuWBasi KHUTaMH, GoTorpadpusiMu,
KHUHO(QUIbMAaMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO INpaBa Ha HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JIMTEpaTypbl M HMCKYCCTBAa. ABTOPCKME MpaBa BBICTYIAIOT B
KAaueCcTBE TapaHTHUH TOrO, YTO WHTEJUIEKTYaJbHBIA/TBOPUYECKUN TPy aBTOpa He Oyner
HaIlpacHbIM, J1aCT €My CIpPaBEJIMBbIE BO3MOKHOCTH 3apaboTaTh HA pe3yJbTaTax CBOErO
TpyJa, MOJYYUTh U3BECTHOCTh U NMpu3HaHue. Hukto 0e3 pasperieHus aBTopa HE MOMXKET
BOCIIPOU3BOJNTH €r0 MPOM3BEICHUE, PACHpPOCTPaHATh, MYyOJUYHO JIEMOHCTPUPOBATH,
npoJaBaTth, HWMIIOPTHUPOBAaTh, MyCKaTb B  MpPOKAaT, MyOJMYHO  MCIOJHSATD,
MOKa3bIBaTh/UCIIOIHATH B 3¢pupe mium pazmemiars B HTepHeTe.

Hcnonp3oBanne '"mupaTCKOro'" MPOrpaMMHOTO OOECTICUCHUS] MOXKET TPUBECTH K
MHOTHUM pHCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJie YCTAaHOBJIEHA HeJeralibHas mporpamMma. He crout Takke 3a0bIBaTh, 4TO
CYIIECTBYIOT JIeTaJbHbIE U OECIIaTHBIE IPOrpaMMBbI, KOTOPbIE MOYKHO HAWTU B CETH.

O nopraJe

CereBuyok.p) - TBOW TIJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Yy3HATh O
0€e30MacCHOCTH B CETH MOHATHBIM M JIOCTYNHBIM SI3bIKOM, a IpU BO3HUKHOBEHUH
KPUTHYECKON CUTyallud OOPATUTHCA 3a COBETOM. A TaKk)Ke MPUHATH y4acTHE B KOHKypCax
U CTaTh CaMbIM LU(POBBIM TpaKTaHUHOM !



